
Record & Playback

Terminal, Citrix and 

Console Sessions



Company Overview

¸ Founded in 2006

¸ First release of ObserveIT Pro ï2007

¸ Current Version - Release 4.1

¸ Global Presence ïPartners in 5 Continents



Impact of Corporate Drive to Cut Cost

¸ Contractors, off-shore consultants  and technical support personnel 

have access to the corporate network

¸ Cultural differences and language barriers lead to misunderstandings

¸ ñOne trillion dollars worth of intellectual property lost last year owing to 

data theftéò (Mcafee 30 Jan 2009)

¸ So who is keeping track?



Remote Access

ébut not at the expense of the organizationôs intellectual property and 

sensitive data



Market Proposition

¸ Remote connection is not just about establishing a VPN and installing 

RSA tokens

¸ Organizations need to audit and demonstrate what vendors, outsource 

providers and other remote users are doing when remotely connected 

to enterprise servers



What is ObserveIT?

Full video recording and playback of any Windows session:

Terminal

and More....



Unique Solution

ObserveIT is the only 24 X 7 recording softwareé

that truly makes sense!



How does it make sense?

ÅNo need to replay an entire recording to find what youôre looking for

ÅEach recording is broken down into chapters 

(similar to DVD chapters)

ÅShows each resource the user accessed 

(window title, application name, file names, and more)

ÅGoogle-like searching of the recorded content

ÅLow storage requirements

ÅOnly 100 GB of data storage per year for typical environment with 1000 

servers



Live Demo



Unique Video Format

ÅSmall Recording Size

ÅCaptures only actual user activity ïmouse clicks etc...

ÅIdle time is not recorded ïUser reading, thinking etc...

ÅCaptures screen updates

ÅSearchable Video content

ÅCaptures screenshots and textual metadata of all screen activity

(Window titles, application names, file names, databases and more)

ÅPlayback recorded session in any web browser

ÅNo need for any codec or custom plug-ins 



Enterprise Ready 

Demo Feature



Key Benefits

ÅSecurity & Compliance 

ÅAddress Security & Compliance  Risks (SAS-70, SOX, PCI, HIPPA, 

NERC) involved in Remote Access by outsource providers, 3rd  party 

vendors and remote employees

ÅRoot Cause Analysis

ÅMonitor Administrative tasks

ÅMonitor Human Error

ÅMonitor  System and Application Configuration Changes

ÅMonitor Developer Access to production and QA environments



Who do you need to record?

ÅRecord all internal and external access to target servers

Å Agent based solution

ÅRecord only external access of outsource providers and remote 

employees using Remote Access Gateway 

ÅAgent-less solution   



Internal and External Recording

ÅAgents are Deployed on Target Servers

ÅAll remote access methods are recorded

ÅIncluding Remote Desktop, Citrix, VNC, Netop, VMWare 



Web Console
ÁWeb interface 

ÁSession searching & replay

ÁSystem administration

Agent

ÁOn each monitored server

ÁStandalone win32 exe

ÁAuto-initated for each active 
window session

Database
ÁMS SQL Server

ÁStores recordings & metadata

Application Server 
ÅWeb service 

ÅReceives data from agents

ÅCollects data, processes and 
passes to database

External LDAP Server

Application/ID Server

ObserveIT Agents

Management Server

Management

Web 
Browser

Web 
Browser

Database Server

Integration

Agent Architecture



Recording Only External Access

ÅOutsource providers and remote employees initiate a terminal (RDP) 

or Citrix (ICA) session to a Terminal or Citrix gateway server

ÅSecondary remote desktop sessions (initiated from the gateway) 

serve as access method to internal Windows or UNIX servers and 

other network devices

ÅAgent is installed on Gateway server only

ÅAll remote sessions on the gateway are fully audited and recorded 



Firewall

Workstations

Router

ObserveIT + Terminal/Citrix server

SSL VPN Firewall

RDP Packets 

encapsulated inside 

SSL VPN

Workstations

Agent-less Architecture


