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Collaborer en toute
confiance

Louis Senecal

Cisco Systems Engineer
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Programme

ÁLes menaces

ÁNotion de réputation sur lôInternet

ÁProtection Cisco

Sécurité messagerie

Sécurité Internet

Corrélation globale des IPS

Détection de Botnet des ASA

ÁConclusions et recommandations
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Les menaces
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Examples of Threats

ÁTargeted Hacking

ÁVulnerability Exploitation 

ÁMalware Outbreaks

ÁEconomic Espionage

ÁIntellectual Property Theft or Loss

ÁNetwork Access Abuse

ÁTheft of IT Resources 
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Malware, Botnet , SPAM and Phishing

http://images.google.ca/imgres?imgurl=http://www.lindqvist.com/kitSiPub/bilder/20030820165122.jpg&imgrefurl=http://www.lindqvist.com/spam/&usg=__8Mm1naQmO4niPtNCyV2OVzPNHWk=&h=314&w=380&sz=24&hl=en&start=27&um=1&tbnid=Fw2DChhvp0gqIM:&tbnh=102&tbnw=123&prev=/images?q=SPAM&ndsp=20&hl=en&sa=N&start=20&um=1
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Why?

ÁFame

Not so much anymore 

ÁMoney

The root of all evilé 

ÁWar

A battlefront just as real as the air, land, and sea
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Time

Public 
Awareness

Large Scale Worms

Targeted 
Attacks

2000 2008

ñNoiseò Level (with the exception of Conficker 15 Million) 
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Time

Illicit  Dollars 
Gained

Large Scale Worms

Targeted 
Attacks

2000 2008

Cyber Crime Profit Level

$239M

$17M

Source: ICR 2001, 2007
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BBC: Cyber crime risk exposed

ÁExperience conducted in March 2009 by BBC.

Á22000 Bots have been hired

ÁTest 1: DDOS a friend Website ( 60 machine needed)

ÁTest 2: SPAM 2 web email  ( 20M email accounts for 
1000$, no bounce account)

ÁTold End User (Changed Background Screen)

ÁPaid 350 and 400 $ per 1000 Bots

Áhttp://news.bbc.co.uk/2/hi/technology/7938949.stm

http://news.bbc.co.uk/2/hi/technology/7938949.stm
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ñBOTNET to Hireò
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The Amateur

Á$60K from Adware on 
40K PCs

ÁLoudcash (now ZangoCash)

$0.40 per install

ñSome of the bots included computers at the 
Defense Information Systems Agency (DISA) in 

Falls Church and at China Lake Naval Air Facility 
in California. The DISA offers network-based 

solutions for the President, the Vice President, 
and the Secretary

Jeanson James Ancheta
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The Professional

Smartbot.Net Malware

Á Opened CD-ROM tray

ÁñIf your cd-rom driveôs open . . 
.you desperately need to rid 
your system of spyware pop-
ups immediately!  Download 
Spy Wiper now!ò

Á Spy Wiper and Spy Deleter 
sold for $30

$4M FTC judgment
SPAMford pour les intimes

Sanford Wallace
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Cybercrime Industry : In the Past

End Value

Espionage
(Corporate/ 

Government)

Fame

Theft

Writers Asset
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Tool and Toolkit 
Writers
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Trojans

Malware Writers
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Individual Host or 

Application

Compromise 
Environment
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Cybercrime Industry : Today

Writers Middle Men
Second Stage 

Abusers

Bot-Net Management:

For Rent, for Lease, 
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Bot-Net Creation
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Spyware
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Trojans

Malware 
Writers
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Machine 
Harvesting

Information 
Harvesting

Hacker / Direct 
Attack
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Botnets (zombies)

ÁBuilding the Botnet: 
Viruses, worms; infected spam; drive-by 
downloads; etc.

ÁControlling the Botnet:
Covert-channel of some form; typically IRC or 
custom IRC-like channel

Source: www.wikipedia.com

ÁBotnet: A collection of compromised machines running 
programs under a common command and control 
infrastructure

http://www.wikipedia.com/
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Using a Botnet to Spend Spam

1. A botnet operator propagates by 
viruses, worms, spam, and 
malicious websites

2. The PCs log into an IRC server or 
other communications medium

3. A spammer purchases access to 
the botnet from the operator 

4. The spammer sends instructions 
via the IRC server to the infected 
PCsð

5. .. causing them to send out spam 
messages to mail servers

Source: www.wikipedia.com

http://en.wikipedia.org/wiki/Image:Zombie-process.png
http://www.wikipedia.com/
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Source: 106,000 Bots on 
3,200 Networks in 119 Countries

Rank Network Owner CountryCount%

1 Telefonica de Espana Spain 6.7%

2 France Telecom France 4.3%

3 Proxad France 3.4%

4 Telecom Italia Italy 2.6%

5 Deutsche Telekom AG Germany 2.2%

6 Cableuropa - ONO Spain 2.2%

7 Telemar Norte Leste S.A. Brazil 1.8%

8 Wanadoo France France 1.7%

9 Telefonica de Espana SAU Spain 1.7%

10 TELECOMUNICACOES DE SAO PAULO S.A.Brazil 1.7%

Zombie Population by 

Country

Zombie Population

by Network

Top 10: 28% of Spam

Top 25: 50% of Spam


